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Preface
The Business Continuity and Disaster Recovery Plan is intended to be used in addition to your Emergency Preparedness and Response Plan.  Some key differences between these plans are:

Business Continuity and Disaster Recovery Plan
This plan is for use once life and safety are secure in response to a disaster.  This plan identifies key resources and needs to ensure that business may continue, perhaps in a limited capacity, or how your business will fully recover should the disaster be catastrophic.

This plan includes information such as: 

· Critical assets
· Critical operations
· Key suppliers and contractors
· Alternate business location

Emergency Preparedness and Response Plan
This plan identifies and prioritizes the key hazards that may affect business operations, and outlines preparedness and mitigation activities.  This plan also includes operational procedures to respond effectively and efficiently to an incident.  This goal of these procedures is to ensure life and safety are secure in response to a disaster.

This plan includes information such as: 

· Preparedness
· Hazard identification and assessment
· Employee education and training
· Drills and exercises timelines and plans for your business
· First aid kits
· Disaster supply kits

· Response
· Evacuation procedures
· Fire procedures
· Shelter-in-place procedures
· Staff notification
· Information gathering procedures
· Incident management


Business Continuity & Disaster Recovery Plan Instructions
Self-Service
Take the time to complete steps 1 – 13, inputting your company information, contacts, network inventory, and assets. Follow the easy steps and include as much information as you can.  Feel free to reach out to Next Perimeter.

Review by Next Perimeter
We understand that most business owners and stakeholders aren’t experts in designing Business Continuity and Disaster Recovery Solutions.


Goals:
At a high level the following are the Disaster Recovery Plan goals:

· Provide an orderly course of action for restoring critical system functionality to the [COMPANY NAME] production environment within a pre-established period of time after initiation of the plan.

· Describe an organizational structure for carrying out the plan.

· Provide information concerning personnel that will be required to carry out the plan and the technical expertise required.
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[bookmark: _Revisions_and_Version]Revisions and Version History Tracking
It’s important to track revisions to your Business Continuity & Disaster Recovery Plan because even slight changes could significantly impact your business’ ability to establish or sustain operations.
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Step 1: Company Profile and Business Information

	PRIMARY BUSINESS LOCATION
	SECOND BUSINESS LOCATION

	BUSINESS NAME
	BUSINESS NAME

	
	

	STREET ADDRESS
	STREET ADDRESS

	
	

	CITY, STATE, ZIP CODE
	CITY, STATE, ZIP CODE

	
	

	TELEPHONE NUMBER
	TELEPHONE NUMBER

	
	

	PRIMARY POINT OF CONTACT
	ALTERNATE POINT OF CONTACT

	PRIMARY EMERGENCY CONTACT
	ALTERNATE EMERGENCY CONTACT

	
	

	TELEPHONE NUMBER
	TELEPHONE NUMBER

	
	

	ALTERNATE TELEPHONE NUMBER
	ALTERNATE TELEPHONE NUMBER

	
	

	E-MAIL ADDRESS
	E-MAIL ADDRESS

	
	

	EMERGENCY CONTACT INFORMATION - DIAL 911 IN AN EMERGENCY

	NON-EMERGENCY POLICE
	ELECTRICITY PROVIDER

	
	

	NON-EMERGENCY FIRE
	GAS PROVIDER

	
	

	INSURANCE PROVIDER
	WATER PROVIDER

	
	

	OTHER (E.G., Equipment Manufacturer)
	OTHER (E.G., Property Management)

	
	

	OTHER (E.G., Hazmat Spill Clean-Up)
	OTHER (E.G., Property Security)

	
	

	OTHER (E.G., IT Support Contractor)
	OTHER (E.G., Bank Agent)

	
	




[bookmark: _Step_2:_Business]


Step 2: Business Continuity and Recovery Planning Team

The following people will participate in business continuity and recovery planning.
	NAME
	POSITION
	EMAIL

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	



Coordination with Others
The following people from neighboring businesses and our building management will participate on our emergency planning team.
	NAME
	BUSINESS
	EMAIL

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	



Meeting Schedule
The emergency planning team will meet on a regular basis.
	DATE
	LOCATION
	TOPIC

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	





[bookmark: _Step_3:_Document]Step 3: Document Potential Hazards

This information should be included in your Emergency Preparedness and Response Plan, however, reiterating key potential hazards in your Business Continuity and Recovery Plan will help you focus on the types of incidents from which you may need to recover.  Make sure to look inside and outside your business as well as the surrounding community.  Ask yourself questions like: How do I get in and out of the area?  How do my staff, suppliers, and customers get in and out of the area?  What should I be concerned with that could interrupt my business?

The following natural and man-made disasters could impact our business.
	EXTERNAL 
(Earthquake, Fire, Power Outage, Flood, Pandemic Illness Etc.)

	

	

	

	

	

	

	

	

	INTERNAL 
(Fire, Flood, Theft, Data Management, Power Outage, Disease Outbreak, Etc.)

	

	

	

	

	

	

	

	



For more advanced hazard assessment, see the Appendix: Risk Assessment Matrix.




[bookmark: _Step_4:_Critical]Step 4: Critical Assets
If these items are taken away, it would drastically affect your business or cause a major disruption to business.

	PEOPLE (employees, customers, vendors, suppliers, visitors, etc.)

	
	

	
	

	
	

	
	

	BUILDING (physical structure, storage unit, warehouse, main office, store front, capital lease, etc.)

	
	

	
	

	
	

	
	

	EQUIPMENT (computers, televisions, software, servers/network, copiers, POS stations, furniture, etc.)

	
	

	
	

	
	

	
	

	DATA (documents, payroll, files, records, server back-up tapes, etc.)

	
	

	
	

	
	

	
	

	INVENTORY/PRODUCT (stock, supplies, new materials, etc.)

	
	

	
	

	
	

	
	

	OPERATIONS (any disruption to ops, accounts receivable/payable, payroll, manufacturing, etc.)

	
	

	
	

	
	

	
	


[bookmark: _Step_5:_Critical]
Step 5: Critical Operations

Identify operations that are critical for business survival.  Does your business provide services crucial to the incident response?  How will you continue to perform these functions in a disaster situation?
What operations are necessary to fulfill legal and financial obligations?  Which are necessary to maintain cash flow and reputation?

PROCEDURES TO RESTART OPERATION AFTER MINIMAL DISASTER IMPACT: If a disaster causes negligible or marginal impact on operations, these procedures will help to restart the operation in the same location.

PROCEDURES TO COMPLETELY RESTORE OPERATION AFTER SIGNIFICANT DISASTER IMPACT: If a disaster causes critical or catastrophic impact on operations, these procedures will help to restore the operation in the same location, an alternate location, or a new location.

	[bookmark: _Hlk172019326]OPERATION: 
	

	STAFF IN CHARGE (POSITION)
	STAFF IN CHARGE (NAME)

	
	

	KEY SUPPLIES/EQUIPMENT
	KEY SUPPLIERS/CONTRACTORS

	
	

	PROCEDURES TO RESTART OPERATION AFTER MINIMAL DISASTER IMPACT


	

	PROCEDURES TO COMPLETELY RESTORE OPERATION AFTER SIGNIFICANT DISASTER IMPACT

	





	OPERATION: 
	

	STAFF IN CHARGE (POSITION)
	STAFF IN CHARGE (NAME)

	
	

	KEY SUPPLIES/EQUIPMENT
	KEY SUPPLIERS/CONTRACTORS

	
	

	PROCEDURES TO RESTART OPERATION AFTER MINIMAL DISASTER IMPACT


	

	PROCEDURES TO COMPLETELY RESTORE OPERATION AFTER SIGNIFICANT DISASTER IMPACT

	





Step 5: Critical Operations (continued)


PROCEDURES TO RESTART OPERATION AFTER MINIMAL DISASTER IMPACT: If a disaster causes negligible or marginal impact on operations, these procedures will help to restart the operation in the same location.

PROCEDURES TO COMPLETELY RESTORE OPERATION AFTER SIGNIFICANT DISASTER IMPACT: If a disaster causes critical or catastrophic impact on operations, these procedures will help to restore the operation in the same location, an alternate location, or a new location.

	OPERATION: 
	

	STAFF IN CHARGE (POSITION)
	STAFF IN CHARGE (NAME)

	
	

	KEY SUPPLIES/EQUIPMENT
	KEY SUPPLIERS/CONTRACTORS

	
	

	PROCEDURES TO RESTART OPERATION AFTER MINIMAL DISASTER IMPACT


	

	PROCEDURES TO COMPLETELY RESTORE OPERATION AFTER SIGNIFICANT DISASTER IMPACT

	





	OPERATION: 
	

	STAFF IN CHARGE (POSITION)
	STAFF IN CHARGE (NAME)

	
	

	KEY SUPPLIES/EQUIPMENT
	KEY SUPPLIERS/CONTRACTORS

	
	

	PROCEDURES TO RESTART OPERATION AFTER MINIMAL DISASTER IMPACT


	

	PROCEDURES TO COMPLETELY RESTORE OPERATION AFTER SIGNIFICANT DISASTER IMPACT

	





[bookmark: _Step_6:_Key]
Step 6: Key Suppliers and Contractors

The following is a list of suppliers and contractors that are critical to maintaining business.

	[bookmark: _Hlk172019647]BUSINESS NAME: 
	

	STREET ADDRESS
	CONTACT NAME

	
	

	CITY, STATE, ZIP CODE
	CONTACT TELEPHONE NUMBER

	
	

	TEL. NUMBER
	FAX NUMBER
	CONTACT EMAIL

	
	
	

	EMERGENCY TEL. NO.
	WEBSITE
	DOES THIS BUSINESS HAVE A CONTINUITY PLAN?

	
	
	

	MATERIAL/SERVICE PROVIDED

	

	If this company experiences a disaster, we will obtain materials/services from the following:

	




	BUSINESS NAME: 
	

	STREET ADDRESS
	CONTACT NAME

	
	

	CITY, STATE, ZIP CODE
	CONTACT TELEPHONE NUMBER

	
	

	TEL. NUMBER
	FAX NUMBER
	CONTACT EMAIL

	
	
	

	EMERGENCY TEL. NO.
	WEBSITE
	DOES THIS BUSINESS HAVE A CONTINUITY PLAN?

	
	
	

	MATERIAL/SERVICE PROVIDED

	

	If this company experiences a disaster, we will obtain materials/services from the following:

	




	BUSINESS NAME: 
	

	STREET ADDRESS
	CONTACT NAME

	
	

	CITY, STATE, ZIP CODE
	CONTACT TELEPHONE NUMBER

	
	

	TEL. NUMBER
	FAX NUMBER
	CONTACT EMAIL

	
	
	

	EMERGENCY TEL. NO.
	WEBSITE
	DOES THIS BUSINESS HAVE A CONTINUITY PLAN?

	
	
	

	MATERIAL/SERVICE PROVIDED

	

	If this company experiences a disaster, we will obtain materials/services from the following:

	




	BUSINESS NAME: 
	

	STREET ADDRESS
	CONTACT NAME

	
	

	CITY, STATE, ZIP CODE
	CONTACT TELEPHONE NUMBER

	
	

	TEL. NUMBER
	FAX NUMBER
	CONTACT EMAIL

	
	
	

	EMERGENCY TEL. NO.
	WEBSITE
	DOES THIS BUSINESS HAVE A CONTINUITY PLAN?

	
	
	

	MATERIAL/SERVICE PROVIDED

	

	If this company experiences a disaster, we will obtain materials/services from the following:

	




Step 7: Computer Inventory Form

Use this form to:
· Log your computer hardware serial and model numbers.  Attach a copy of your vendor documentation to this document.
· Record the name of the company from which you purchased or leased this equipment and the contact name to notify for your computer repairs.

Make additional copies as needed.  Keep one copy of this list in a secure place on your premises and another in an off-site location.

	HARDWARE INVENTORY

	HARDWARE* 
	MODEL PURCHASED
	SERIAL NUMBER
	DATE PURCHASED
	COMPANY PURCHASED OR LEASED FROM
	COST

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	*CPU, Monitor, Printer, Keyboard, Mouse, Plus Description

	

	SOFTWARE INVENTORY

	NAME OF SOFTWARE
	VERSION
	SERIAL / KEY NUMBER
	DISC OR DOWNLOAD
	DATE PURCHASED
	COST

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



[bookmark: _Step_8:_Information]
Step 8: Information Technology Security

Data security and back up should be an ongoing process; however it is crucial after a disaster.  If you use a contractor for your IT support, they should be included in your business continuity and recovery planning.  Identify the records that are essential to perform your critical functions.  Vital records may include employee data, payroll, financial and insurance records, customer data, legal and lease documents.  Are any impossible to re-create or are copies stored offsite?

	DATA SECURITY AND BACK-UP

	LEAD STAFF OR CONTRACTOR
	EMERGENCY CONTACT TELEPHONE

	
	

	EMAIL
	ALTERNATE CONTACT TELEPHONE

	
	

	BACK-UP RECORDS ARE STORED ONSITE HERE
	BACK-UP RECORDS ARE STORED OFFSITE HERE

	
	

	IF OUR ACCOUNTING AND PAYROLL RECORDS ARE DESTROYED, WE WILL PROVIDE FOR CONTINUITY IN THE FOLLOWING WAYS:

	



	IT ASSET SECURITY

	LEAD STAFF OR CONTRACTOR
	EMERGENCY CONTACT TELEPHONE

	
	

	EMAIL
	ALTERNATE CONTACT TELEPHONE

	
	

	KEY COMPUTER HARDWARE
	TO PROTECT OUR COMPUTER HARDWARE, WE WILL: 

	
	

	KEY COMPUTER SOFTWARE
	TO PROTECT OUR COMPUTER SOFTWARE, WE WILL: 

	
	

	IF OUR COMPUTERS ARE DESTROYED, WE WILL USE BACK-UP COMPUTERS AT THE FOLLOWING LOCATIONS:

	


[bookmark: _Step_9:_Alternate/Temporary]
Step 9: Alternate/Temporary Business Location


Determine if it is possible to set up an alternate or temporary business location if your primary site is unavailable.  Would this site become your new primary business site?  Do you have multiple locations in which you can condense work operations?  How much work can be done virtually?  Does your business park have options for relocation in the same park?  What pre-agreements would you need?

	ALTERNATE BUSINESS LOCATION
	SECOND ALTERNATE BUSINESS LOCATION

	STREET ADDRESS
	STREET ADDRESS

	
	

	CITY, STATE, ZIP CODE
	CITY, STATE, ZIP CODE

	
	

	TELEPHONE NUMBER
	TELEPHONE NUMBER

	
	

	IS THERE A PRE-AGREEMENT IN PLACE?
	IS THERE A PRE-AGREEMENT IN PLACE?

	
	

	POINT OF CONTACT
	POINT OF CONTACT

	CONTACT NAME
	CONTACT NAME

	
	

	TEL. NUMBER
	ALT. NUMBER
	TEL. NUMBER
	ALT. NUMBER

	
	
	
	

	E-MAIL ADDRESS
	E-MAIL ADDRESS

	
	

	SITE ASSESSMENT
	SITE ASSESSMENT

	NUMBER AND TYPE OF STAFF TO WORK HERE
	NUMBER AND TYPE OF STAFF TO WORK HERE

	
	

	SUPPLIES ALREADY IN PLACE
	SUPPLIES ALREADY IN PLACE

	
	

	SUPPLIES THAT WOULD BE NEEDED
	SUPPLIES THAT WOULD BE NEEDED

	
	

	TIME TO SET UP OPERATIONS
	TIME TO SET UP OPERATIONS

	
	

	LENGTH OF TIME TO STAY IN THIS SITE
	LENGTH OF TIME TO STAY IN THIS SITE

	
	

	POSSIBLE HAZARDS IN THE AREA
	POSSIBLE HAZARDS IN THE AREA

	
	

	NOTES: 
	NOTES:

	
	


[bookmark: _Step_10:_Staff]
Step 10: Staff Notification

Staff should be regularly updated on business operational status including whether they should report to work, what work conditions are like, alternate work sites and plans, etc.

	[bookmark: _Hlk172022891]NOTIFICATION

	STAFF WILL BE NOTIFIED BY:

	
	PHONE TREE

	
	AUTOMATIC NOTIFICATION SYSTEM

	
	EMAIL BLAST

	
	OTHER: __________________



	STAFF MEMBER RESPONSIBLE FOR NOTIFICATION

	
	

	
	TELEPHONE NUMBER

	
	

	
	EMAIL

	
	




	STAFF  NAME: 
	

	STREET ADDRESS
	EMERGENCY CONTACT NAME

	
	

	CITY, STATE, ZIP CODE
	RELATIONSHIP TO EMPLOYEE

	
	

	TEL. NUMBER
	ALT. NUMBER
	CONTACT TEL.
	ALTERNATE TEL.

	
	
	
	

	EMAIL
	CONTACT EMAIL 

	
	



	STAFF  NAME: 
	

	STREET ADDRESS
	EMERGENCY CONTACT NAME

	
	

	CITY, STATE, ZIP CODE
	RELATIONSHIP TO EMPLOYEE

	
	

	TEL. NUMBER
	ALT. NUMBER
	CONTACT TEL.
	ALTERNATE TEL.

	
	
	
	

	EMAIL
	CONTACT EMAIL 

	
	



	STAFF  NAME: 
	

	STREET ADDRESS
	EMERGENCY CONTACT NAME

	
	

	CITY, STATE, ZIP CODE
	RELATIONSHIP TO EMPLOYEE

	
	

	TEL. NUMBER
	ALT. NUMBER
	CONTACT TEL.
	ALTERNATE TEL.

	
	
	
	

	EMAIL
	CONTACT EMAIL 

	
	




	STAFF  NAME: 
	

	STREET ADDRESS
	EMERGENCY CONTACT NAME

	
	

	CITY, STATE, ZIP CODE
	RELATIONSHIP TO EMPLOYEE

	
	

	TEL. NUMBER
	ALT. NUMBER
	CONTACT TEL.
	ALTERNATE TEL.

	
	
	
	

	EMAIL
	CONTACT EMAIL 

	
	



	STAFF  NAME: 
	

	STREET ADDRESS
	EMERGENCY CONTACT NAME

	
	

	CITY, STATE, ZIP CODE
	RELATIONSHIP TO EMPLOYEE

	
	

	TEL. NUMBER
	ALT. NUMBER
	CONTACT TEL.
	ALTERNATE TEL.

	
	
	
	

	EMAIL
	CONTACT EMAIL 

	
	



	STAFF  NAME: 
	

	STREET ADDRESS
	EMERGENCY CONTACT NAME

	
	

	CITY, STATE, ZIP CODE
	RELATIONSHIP TO EMPLOYEE

	
	

	TEL. NUMBER
	ALT. NUMBER
	CONTACT TEL.
	ALTERNATE TEL.

	
	
	
	

	EMAIL
	CONTACT EMAIL 

	
	




Step 11: Key Business Contact Notification

Customers, vendors, and other key business contacts should be regularly updated on business operational status such open hours, orders in progress, etc.  This may be done via your website, posting signs at your business, or contacting them individually.

	NOTIFICATION

	KEY BUSINESS CONTACTS WILL BE NOTIFIED BY:

	
	WEBSITE

	
	AUTOMATIC NOTIFICATION SYSTEM

	
	EMAIL BLAST

	
	SIGNAGE

	
	OTHER: __________________



	STAFF MEMBER RESPONSIBLE FOR NOTIFICATION

	
	

	
	TELEPHONE NUMBER

	
	

	
	EMAIL

	
	




	BUSINESS NAME: 
	

	STREET ADDRESS
	CONTACT NAME

	
	

	CITY, STATE, ZIP CODE
	CONTACT TELEPHONE NUMBER

	
	

	TEL. NUMBER
	FAX NUMBER
	CONTACT EMAIL

	
	
	

	EMERGENCY TEL.
	WEBSITE
	RELATIONSHIP TO OUR BUSINESS

	
	
	



	BUSINESS NAME: 
	

	STREET ADDRESS
	CONTACT NAME

	
	

	CITY, STATE, ZIP CODE
	CONTACT TELEPHONE NUMBER

	
	

	TEL. NUMBER
	FAX NUMBER
	CONTACT EMAIL

	
	
	

	EMERGENCY TEL.
	WEBSITE
	RELATIONSHIP TO OUR BUSINESS

	
	
	






	BUSINESS NAME: 
	

	STREET ADDRESS
	CONTACT NAME

	
	

	CITY, STATE, ZIP CODE
	CONTACT TELEPHONE NUMBER

	
	

	TEL. NUMBER
	FAX NUMBER
	CONTACT EMAIL

	
	
	

	EMERGENCY TEL.
	WEBSITE
	RELATIONSHIP TO OUR BUSINESS

	
	
	



	BUSINESS NAME: 
	

	STREET ADDRESS
	CONTACT NAME

	
	

	CITY, STATE, ZIP CODE
	CONTACT TELEPHONE NUMBER

	
	

	TEL. NUMBER
	FAX NUMBER
	CONTACT EMAIL

	
	
	

	EMERGENCY TEL.
	WEBSITE
	RELATIONSHIP TO OUR BUSINESS

	
	
	



	BUSINESS NAME: 
	

	STREET ADDRESS
	CONTACT NAME

	
	

	CITY, STATE, ZIP CODE
	CONTACT TELEPHONE NUMBER

	
	

	TEL. NUMBER
	FAX NUMBER
	CONTACT EMAIL

	
	
	

	EMERGENCY TEL.
	WEBSITE
	RELATIONSHIP TO OUR BUSINESS

	
	
	



	BUSINESS NAME: 
	

	STREET ADDRESS
	CONTACT NAME

	
	

	CITY, STATE, ZIP CODE
	CONTACT TELEPHONE NUMBER

	
	

	TEL. NUMBER
	FAX NUMBER
	CONTACT EMAIL

	
	
	

	EMERGENCY TEL.
	WEBSITE
	RELATIONSHIP TO OUR BUSINESS

	
	
	


[bookmark: _Step_12:_Continuity]Step 12: Continuity of Management Plan

You can assume that not every key person will be readily available or physically at the facility after an emergency.  Ensure that recovery decisions can be made without undue delay.  If relevant, consult your legal department regarding laws and corporate bylaws governing continuity of management.

Establish procedures for:
· Assuring the chain of command
· Maintaining lines of succession for key personnel

	POLICY STATEMENT REGARDING CONTINUITY OF MANAGEMENT

	

	LEADER NAME: 
	

	STREET ADDRESS
	SUCCESOR NAME

	
	

	CITY, STATE, ZIP CODE
	SUCCESOR TELEPHONE NUMBER

	
	

	TEL. NUMBER
	EMERGENCY TEL.

	SUCCESOR EMAIL

	
	
	

	EMAIL
	RELATIONSHIP TO LEADER

	
	


[bookmark: _Step_13:_Insurance]
	LEADER NAME: 
	

	STREET ADDRESS
	SUCCESOR NAME

	
	

	CITY, STATE, ZIP CODE
	SUCCESOR TELEPHONE NUMBER

	
	

	TEL. NUMBER
	EMERGENCY TEL.

	SUCCESOR EMAIL

	
	
	

	EMAIL
	RELATIONSHIP TO LEADER

	
	



	LEADER NAME: 
	

	STREET ADDRESS
	SUCCESOR NAME

	
	

	CITY, STATE, ZIP CODE
	SUCCESOR TELEPHONE NUMBER

	
	

	TEL. NUMBER
	EMERGENCY TEL.

	SUCCESOR EMAIL

	
	
	

	EMAIL
	RELATIONSHIP TO LEADER

	
	



	LEADER NAME: 
	

	STREET ADDRESS
	SUCCESOR NAME

	
	

	CITY, STATE, ZIP CODE
	SUCCESOR TELEPHONE NUMBER

	
	

	TEL. NUMBER
	EMERGENCY TEL.

	SUCCESOR EMAIL

	
	
	

	EMAIL
	RELATIONSHIP TO LEADER

	
	



	LEADER NAME: 
	

	STREET ADDRESS
	SUCCESOR NAME

	
	

	CITY, STATE, ZIP CODE
	SUCCESOR TELEPHONE NUMBER

	
	

	TEL. NUMBER
	EMERGENCY TEL.

	SUCCESOR EMAIL

	
	
	

	EMAIL
	RELATIONSHIP TO LEADER

	
	




Step 13: Insurance Coverage Discussion Form

Use this form to discuss your insurance coverage with your agent.  Having adequate coverage now will help you recover more rapidly from a catastrophe.

	INSURANCE AGENT: 
	

	STREET ADDRESS
	CONTACT NAME

	
	

	CITY, STATE, ZIP CODE
	CONTACT TELEPHONE NUMBER

	
	

	TEL. NUMBER
	FAX NUMBER
	CONTACT EMERGENCY TELEPHONE

	
	
	

	EMERGENCY TEL.
	WEBSITE
	CONTACT EMAIL

	
	
	

	INSURANCE POLICY INFORMATION

	TYPE OF INSURANCE
	POLICY NUMBER
	DEDUCTIBLES
	POLICY LIMITS
	COVERAGE (GENERAL DESCRIPTION)

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	DISASTER RELATED INSURANCE QUESTIONS

	Do you need Flood Insurance?
	What perils or causes of loss does my policy cover?

	□ Yes    □ No
	

	Do you need Earthquake Insurance?
	How will my property be valued? 

	□ Yes    □ No
	

	Do you need Business Income and Extra Expense Insurance?
	Does my policy cover the cost of required upgrades to code?

	□ Yes    □ No
	□ Yes    □ No

	How much insurance am I required to carry to avoid becoming a co-insurer?
	What does my policy require me to do in the event of a loss? 

	
	

	What types of records and documentation will my insurance company want to see?
	Am I covered for lost income in the event of business interruption because of a loss?

	
	

	How will my emergency management program affect my rates?
	Do I have enough coverage? 

	
	

	For how long is coverage provided?
	How long is my coverage for lost income if my business is closed by order of a civil authority?

	
	

	To what extent am I covered for loss due to interruption of power? Is coverage provided for both on- and off-premises power interruption?
	To what extent am I covered for reduced income due to customers' not all immediately coming back once the business reopens?

	
	

	NOTES




[Company Name] Disaster Recovery Plan

DR Executive Summary
This section lists the detailed instructions necessary to restore the [COMPANY NAME] application and infrastructure support services from a disaster.  The technical recovery team lead is responsible for ensuring that all required tasks are completed and for any specific instruction. System Administration personnel ([IT DEPARTMENT or DISASTER RECOVERY SERVICE PROVIDER]) is primarily responsible for ensuring that the servers and systems are ready for [COMPANY NAME] application to restore and for executing the restoratione process.  [IT DEPARTMENT or DISASTER RECOVERY SERVICE PROVIDER], and [COMPANY NAME] Administration team are responsible for testing the applications.

Disaster Recovery Example Scenarios
Scenario # 1:  A Virtual Machine or Workstation (PC) goes down

In the event a disruption, corruption or a hardware failure occurs regarding [COMPANY NAME] Accounting PC and/or either (File Server, Domain Controller or Archive File Server) Virtual Machines. 

Workstation / PC

· In the event of a Quickbooks [INSERT CRITICAL BUSINESS APPPLICATION NAMES] file corruption. Files will be restored from the [BACKUP SOLUTION]. 
· In the event of a Quickbooks application failure, application will be reinstalled from Synology NAS application repository or a downloaded copy from Quickbooks website. 
· In the event of an operating system failure, the OS will be restored from [BACKUP SOLUTION] or have a re-install of the operating system. Afterwards a reinstall of Quickbooks application and data restoration from latest backup. 
· In the event of a hardware failure. To either install Quickbooks to another designated system or order a system replacement from hardware vendor. Once system arrives onsite to stage, setup and configure according to [COMPANY NAME] specifications. Install Quickbooks application and data restoration from latest backup.
· QA / verify that Quickbooks application is operational and can access, modify and save Quickbooks data.
· Perform user acceptance testing.
· Complete documentation to be done during time of incident from all parties and roles. Documentation to be in combination of all formats and methods – ticketing system, e-mail, MS Word, Excel spreadsheet, Adobe Acrobat, Notepad, hard notes, etc; including all 3rd party vendor correspondence.


Virtual Machines

· In the event of a corruption or failure on virtual machines. Either a System or file level restore will be performed from the [BACKUP SOLUTION]. 
· QA / verify the virtual machine is ready for production. Review system logs, perform connectivity test; test applications - Active Directory login, Share folder/file access, etc.

Timeline

To require 1-3 business days for Quickbooks and any of the [COMPANY NAME] Virtual Machines back in production. Restore points from prior or closest backup from event.

Recovery Team

[IT DEPARTMENT or DISASTER RECOVERY SERVICE PROVIDER]

Members of the Recovery Team are:

· [TEAM MEMBER NAMES]
Scenario #2: [SERVER] goes down

In the event of a hardware failure, Operating System or file system corruption to [COMPANY NAME] hypervisor and/or storage (direct attached).


[SERVER]

· [IT DEPARTMENT or DISASTER RECOVERY SERVICE PROVIDER] to verify system failure or corruption by contacting the hardware vendor support ([VENDOR NAME]); Open a support ticket and perform diagnostics. 

· [VENDOR CONTACT INFORMATION]: 

· Server Specs: 
· [SEVER SPECTS]

· Warranty Details:
· [WARRANTY DETAILS]


· If hardware failure or system corruption is determined and under protection of the [SERVER VENDOR NAME] warranty, an onsite visit for parts replacement will be scheduled, usually the next day. A possible reinstallation or an installation repair of the host operating system and supporting file system(s) may be required after the hardware replacement is performed. Note: Recommend [SERVER VENDOR NAME] support involvement in every step of the recovery and restoration process.
· Should the system failure or corruption not be covered under the [SERVER VENDOR NAME] warranty, a new server with the similar specifications shall be provisioned (Will require authorization from [COMPANY NAME] Office Management). Afterwards, hypervisor should be staged and configured ready for production in [COMPANY NAME] server room. QA of the hypervisor will be required prior to next steps and procedures.
· Perform either a system restore of [VIRTUAL MACHINE NAMES] virtual machines using Veeam from the Synology NAS; or provision and configure new virtual machine VM’s. Restore [SERVER NAMES] data from the most recent backup.
· QA and verify system is ready for production.
· Perform user acceptance testing.
· Complete documentation to be done during time of incident from all parties and roles. Documentation to be in combination of all formats and methods – ticketing system, e-mail, MS Word, Excel spreadsheet, Adobe Acrobat, Notepad, hard notes, etc; including all 3rd party vendor correspondence.

Timeline

To require 1-5 business days for Hypervisor and [COMPANY NAME] Virtual Machines back in production. Restore points from prior or closest backup from event.


Recovery Team

[IT DEPARTMENT or DISASTER RECOVERY SERVICE PROVIDER]

Members of the Recovery Team are:

· [TEAM MEMBER NAMES]
















Scenario #3: Office Building goes down

In the event of a natural disaster or other causes for which [COMPANY NAME] systems located on [COMPANY ADDRESS], deemed inaccessible or inoperable. User’s are unable to access systems and IT resources from within the building or from VPN connection.


Site Failure

· Collective effort between [IT DEPARTMENT or DISASTER RECOVERY SERVICE PROVIDER] and [COMPANY NAME] Office Management to verify systems failure, or inaccessible. To declare disaster recovery scenario #3 disaster and begin with establishing an alternate processing site. 
· Office365 services (e-mail) are independent and separate from [COMPANY NAME] systems. Employees may be able to continue communication and collaboration with one another, clients and with vendors while restoration of [COMPANY NAME] systems are under way.
· Communications to be maintained amongst [COMPANY NAME] employees, management, support vendors ([IT DEPARTMENT or DISASTER RECOVERY SERVICE PROVIDER]), other 3rd party vendors and clients using cellular providers (ATT, Verizon, Sprint, T-Mobile), user’s personal or company issued cell phone, should services be available. Continue to use cellular services (personal/business) until reestablishment of [COMPANY NAME] office suite or designated workspace availability authorized and provided for my [COMPANY NAME] Office Management.
· [COMPANY NAME] Office Management – coordinate with [COMPANY ADDRESS] building management upon workspace or office availability. 
· Verify users can access office suite or workspace
· Verify server room or processing facilities availability 
· Verify that there are network connections and terminations available in the server room or processing facility
· Verify that power (electricity) and air conditioning is available to the server room or processing facility.
· Verify that server room or processing facility can be locked and keys management is restricted.
· Reestablish communications via phone and/or internet service providers
· Inventory and repurpose salvageable hardware (if any) upon restoring systems to backup/alternate or [COMPANY ADDRESS] site or backup processing facility.
· Procure and configure necessary equipment such as router, firewall, network switch, WAP, cables, sensors, UPS, surge protectors, HVAC, server rack, monitors, desktops, laptops, [SERVER], NAS storage, etc. in order to bring [COMPANY NAME] systems back online.
· QA / verify that all systems are operational and accessible, voice services can be utilized within the site or extended to user’s cell phones.
· Perform user acceptance testing.
· Sustain network operations using cloud technologies such as Office 365, Amazon Web Services and or other backup sites until normal operations are brought back online.
· Complete documentation to be done during time of incident from all parties and roles. Documentation to be in combination of all formats and methods – ticketing system, e-mail, MS Word, Excel spreadsheet, Adobe Acrobat, Notepad, hard notes, etc; including all 3rd party vendor correspondence.


Timeline

To require 1-5 business days for Hypervisor and [COMPANY NAME] Virtual Machines back in production. Restore points from prior or closest backup from event.

Recovery Team

[IT DEPARTMENT or DISASTER RECOVERY SERVICE PROVIDER]

Members of the Recovery Team are:

· [TEAM MEMBER NAMES]



Scenario #4: File Servers, Active Directory, LAN and Messaging


File Servers 

[COMPANY NAME] currently uses [NUMBER OF FILE SERVERS] file servers. [PRIMARY FILE SERVR] is the primary file server which also stores the organization’s most vital data for its day-to-day operations. [SECONDARY FILE SERVER] is the organization’s archive or secondary file repository. These data resources are [COMPANY NAME] top priority for backups and restoration.

Active Directory (AD)

[COMPANY NAME] currently has [NUMBER OF ACTIVE DIRECTORY DOMAIN CONTROLLERS] Active Directory Domain Controllers – [PRIMARY AD NAME] (primary) and [SECONDARY AD NAME] (Backup) in production.

Local-Area Network (LAN)

[COMPANY NAME] office located on [COMPANY ADDRESS] has adequate local area network (LAN) switch capacity to support additional personnel or computing resources that may be required in the event of a disruption with systems.

Messaging

[COMPANY NAME] currently uses [EMAIL MESSAGING SERVICE – e.g. Office 365] for its E-mail services. In the event of a disaster or disruption at [COMPANY NAME], users should be able to continue using the e-mail platform with or without the dependence on [COMPANY NAME] internet service and access.








Appendix

[bookmark: _Risk_Assessment_Matrix]Risk Assessment Matrix

Using your list of potential hazards and critical assets, you are now ready to begin to prioritize things and asses where your business is vulnerable to disruption.  For each of the six categories, you will decide the level of impact each of the hazards will have on your business.

Before completing your Risk Assessment Matrix you need to understand the difference between the levels of impact.  Below the levels are discussed and listed in order of escalation.
· Negligible – limited to no business disruptions or property damage
· Marginal – a hindrance that may affect business operations without shutting down, you have no minor damage, it may be an occurrence in the surrounding neighborhood
· Critical – temporary disruptions of business or major damage to the facility, impacts are to the community
· Catastrophic – a disaster that affects entire regional community causing business disruptions and forces closure of building(s).  This is an event of large proportions.  It can include complete destruction, multiple injuries or deaths, and a regional event which means limited or no outside resources available for prolonged periods of time.
The table on the following page will help you to determine and prioritize your business risks.  General types of events are listed on the left side.  There are additional spaces provided to customize for your business needs.

Begin with the first listed disaster event, earthquake. Circle the number in each asset area to score how the hazard would likely impact your business. Complete the other rows then total your numbers for both columns and rows. 

As the last step, prioritize which areas should be addressed first, based on highest vulnerability, and then assign each column with your priority number 1-6.

From: 7 Steps to an Earthquake Resilient Business, Earthquake Country Alliance, www.earthquakecountry.info/roots/ 
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	Risk Assessment Matrix

	Impact to Critical Business Assets

	1 = Negligible
	2 = Marginal
	3 = Critical
	4 = Catastrophic

	Type of Event / Hazard
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[bookmark: _Business_Continuity_&]Business Continuity & Disaster Recovery Glossary

	Term
	Definition

	ABCI
	Associate Business Continuity Institute. A professional certification granted by the Business Continuity Institute for business continuity practitioners who are currently working in business continuity management but do not yet have sufficient experience to qualify for the MBCI or SBCI designation.

	ABCP
	Associate Business Continuity Professional. The ABCP level is designed for individuals with less than two years of Continuity Mgmt experience, but who have minimum knowledge in continuity management, and have passed the qualifying exam.

	Alert
	Notification that a potential disaster situation is imminent exists or has occurred; usually includes a directive for personnel. To stand by for possible activation

	Alternate Site
	An alternate operating location to be used by business functions when the primary facilities are inaccessible. 1) Another location, computer center or work area designated for recovery. 2) Location, other than the main facility, that can be used to conduct business functions. 3) A location, other than the normal facility, used to process data and/or conduct critical business functions in the event of a disaster.

	Alternate Work Area
	Recovery environment complete with necessary infrastructure (desk, telephone, workstation, and associated hardware and equipment, communications, etc)

	Annual Loss Exposure/Expectancy (ALE)
	A risk management method of calculating loss based on a value and level of frequency.

	Application Recovery
	The component of Disaster Recovery that deals specifically with the restoration of business system software and data after the processing platform has been restored or replaced.

	Assembly Area
	The designated area at which employees, visitors, and contractors assemble if evacuated from their building/site.

	Asset
	An item of property and/or component of a business activity/process owned by an organization. There are three types of assets: physical assets (e.g. buildings and equipment); financial assets (e.g. currency, bank deposits and shares) and non-tangible assets (e.g. goodwill, reputation)

	Backlog
	a) The amount of work that accumulates when a system or process is unavailable for a long period of time. This work needs to be processed once the system or process is available and may take a considerable amount of time to process.

b) A situation whereby a backlog of work requires more time to action than is available through normal working patterns. In extreme circumstances, the backlog may become so marked that the backlog cannot be cleared.

	Backup (Data)
	A process by which data, electronic or paper-based, is copied in some form so as to be available and used if the original data from which it originated is lost, destroyed or corrupted.

	Backup Generator
	An independent source of power, usually fueled by diesel or natural gas.

	Business Continuity
	A program which develops, exercises and maintains plans to enable the organization to:-respond to a disruption with minimum harm to life and resources;-recover, resume and restore functions within time frames which ensure continuing viability; and-provide crisis communications to all stakeholders. Note:  the program and its outputs:  are based upon risk evaluation and impact assessment; and require management support, staff training and coordination with external agencies. Or, Business continuity program

	Business Continuity Coordinator
	A role within the BCM program that coordinates planning and implementation for overall recovery of an organization or unit(s).

	Business Continuity Institute (BCI)
	An international organization established to enable members to obtain guidance and support from fellow business continuity practitioners. The BCI promotes the highest standards of professional competence and commercial ethics in the provision and maintenance of business continuity planning and services.

	Business Continuity Management (BCM)
	A holistic management process that identifies potential impacts that threaten an organization and provides a framework for building resilience with the capability for an effective response that safeguards the interests of its key stakeholders, reputation, brand and value creating activities. The management of recovery or continuity in the event of a disaster. Also the management of the overall program through training, rehearsals, and reviews, to ensure the plan stays current and up to date.

	Business Continuity Management Process
	The Business Continuity Institute’s BCM Process provides guidance on good practices that cover the whole BCM Lifecycle and combines 5 key elements: 1) Understanding Your Business 2) BCM Strategies 3) Developing a BCM Response 4) Establishing a BCM Culture 5) Exercising, Maintenance and Audit

	Business Continuity Management Program
	An ongoing management and governance process supported by senior management and resourced to ensure that the necessary steps are taken to identify the impact of potential losses, maintain viable recovery strategies and plans, and ensure continuity of products/services through exercising, rehearsal, testing, training, maintenance and assurance.

	Business Continuity Management Team
	A group of individuals functionally responsible for directing the development and execution of the business continuity plan, as well as responsible for declaring a disaster and providing direction during the recovery process, both pre-disaster and post-disaster. Similar terms: disaster recovery management team, business recovery management team.

	Business Continuity Plan (BCP)   Business Continuity Planning
	Process of developing and documenting arrangements and procedures that enable an organization to respond to an event that lasts for an unacceptable period of time and return to performing its critical functions after an interruption.The process which occurs, based on risk evaluation and business impact analysis, to identify procedures, priorities and resources for:-emergency response operations;-business continuity strategies for the organization’s functions and supporting infrastructure;-crisis communications; and -coordination with external agencies.  

Note:  The planning process should encompass response through restoration, and result in the creation of one or more of the following types of plan documents:  business continuity plans, disaster recovery plans, crisis management plans or pandemic plans

	Business Continuity Plan Administrator
	The designated individual responsible for plan documentation, maintenance, and distribution

	Business Continuity Steering Committee
	A committee of decision makers, (e.g., business leaders, technology experts and continuity professionals) tasked with making strategic policy and continuity planning decisions for the organization, and for providing the resources to accomplish all business continuity program goals.Note:  steering committees in larger organizations may choose to establish subordinate working groups to direct specific components of the overall program. Also:  Advisory Council, Governance Council, Steering Committee, etc.

	Business Continuity Strategy
	An approach by an organization that will ensure its recovery and continuity in the face of a disaster or other major outage. Plans and methodologies are determined by the organization’s strategy. There may be more than one solution to fulfill an organization’s strategy. Examples: Internal or external hot-site, or cold-site, Alternate Work Area reciprocal agreement, Mobile Recovery, Quick Ship / Drop Ship, Consortium-based solutions, etc.

	Business Continuity Team
	Designated individuals responsible for developing, execution, rehearsals, and maintenance of the business continuity plan, including the processes and procedures. Similar terms: disaster recovery team, business recovery team, and recovery team.

	Business Impact Analysis
	A process designed to prioritize business functions by assessing the potential quantitative (financial) and qualitative (non-financial) impact that might result if an organization was to experience a business continuity event.

	Business Interruption
	Any event, whether anticipated (i.e., public service strike) or unanticipated (i.e., blackout) which disrupts the normal course of business operations at an organization’s location. Similar terms: outage, service interruption.

	Business Interruption Costs
	The impact to the business caused by different types of outages, normally measured by revenue lost.

	Business Interruption Insurance
	Insurance coverage for disaster related expenses that may be incurred until operations are fully recovered after a disaster. Business interruption insurance generally provides reimbursement for necessary ongoing expenses during this shutdown, plus loss of net profits that would have been earned during the period of interruption, within the limits of the policy.

	Business Recovery Coordinator
	An individual or group designated to coordinate or control designated recovery processes or testing.

	Business Recovery Team
	A group responsible for:  relocation and recovery of business unit operations at an alternate site following a business disruption; and subsequent resumption and restoration of those operations at an appropriate site.

	Business Recovery Timeline
	The approved sequence of activities, required to achieve stable operations following a business interruption. This timeline may range from minutes to weeks, depending upon the recovery requirements and methodology.

	Business Unit Recovery
	A component of Business Continuity which deals specifically with the recovery of a key function or department in the event of a disaster.

	Call Tree
	A document that graphically depicts the calling responsibilities and the calling order used to contact management, employees, customers, vendors, and other key contacts in the event of an emergency, disaster, or severe outage situation.

	Cascade System
	A system whereby one person or organization calls out/contacts others who in turn initiate further call-outs/contacts as necessary.

	CBCP
	Certified Business Continuity Professional. The CBCP certification is for individuals with a minimum of two years of Enterprise Continuity Mgmt experience in 5 of the 10 Professional Practice areas, have passed the qualifying exam and have had their DRII – Certification Application approved.

	CFCP
	Certified Functional Continuity Professional. The CFCP is designed for individuals with a minimum of two years of Continuity Mgmt experience in 3 of the 10 Professional Practice areas, have passed the qualifying exam and have had their DRII Certification Application approved. This certification provides a certification opportunity for those individuals with Continuity Mgmt experience in specific functional or vertical areas vs. enterprise wide.

	Checklist
	a) Tool to remind and /or validate that tasks have been completed and resources are available, to report on the status of recovery. b) A list of items (names or tasks etc.) to be checked or consulted.

	Checklist Exercise
	A method used to exercise a completed disaster recovery plan. This type of exercise is used to determine if the information such as phone numbers, manuals, equipment, etc. in the plan is accurate and current.

	Cold Site
	An alternate facility that already has in place the environmental infrastructure required to recover critical business functions or information systems, but does not have any pre-installed computer hardware, telecommunications equipment, communication lines, etc. These must be provisioned at time of disaster.

	Command Center
	The location, local to the event but outside the immediate affected area, where tactical response, recovery and restoration activities are managed. There could be more than one command center for each event reporting to a single Emergency Operations Center.

	Command, Control and Coordination
	A Crisis Management process:

Command means the authority for an organization or part of an organization to direct the actions of its own resources (both personnel and equipment).

Control means the authority to direct strategic, tactical and operational operations in order to complete an assigned function. This includes the ability to direct the activities of others engaged in the completion of that function, i.e. the crisis as a whole or a function within the crisis management process. The control of an assigned function also carries with it the responsibility for the health and safety of those involved.

Coordination means the integration of the expertise of all the agencies/roles involved with the objective of effectively and efficiently bringing the crisis to a successful conclusion.

	Communications Recovery
	The component of Disaster Recovery which deals with the restoration or rerouting of an organization’s telecommunication network, or its components, in the event of loss.

	Consortium Agreement
	An agreement made by a group of organizations to share processing facilities and/or office facilities, if one member of the group suffers a disaster.

	Contact List
	A list of team members and/or key personnel to be contacted including their backups. The list will include the necessary contact information (i.e. home phone, pager, cell, etc.) and in many cases it is considered confidential.

	Contingency Plan
	A plan used by an organization or business unit to respond to a specific systems failure or disruption of operations.

	Contingency Planning
	Process of developing advanced arrangements and procedures that enable an organization to respond to an undesired event that negatively impacts the organization.

	Continuity Of Operations Plan (COOP)
	A COOP provides guidance on the system restoration for emergencies, disasters, mobilization, and for maintaining a state of readiness to provide the necessary level of information processing support commensurate with the mission requirements/priorities identified by the respective functional proponent. The Federal Government and its supporting agencies traditionally use this term to describe activities otherwise known as Disaster Recovery, Business Continuity, Business Resumption, or Contingency Planning.

	Continuous Availability
	A system or application that supports operations which continue with little to no noticeable impact to the user. For instance, with continuous availability, the user will not have to re-log in, or to re-submit a partial or whole transaction.

	Continuous Operations
	The ability of an organization to perform its processes without interruption.

	Corporate Governance
	The system/process by which the directors and officers of an organization are required to carry out and discharge their legal, moral and regulatory accountabilities and responsibilities.

	Corporate Risk
	A category of risk management that looks at ensuring an organization meets its corporate governance responsibilities takes appropriate actions and identifies and manages emerging risks.

	Cost Benefit Analysis
	A process (after a BIA and risk assessment) that facilitates the financial assessment of different strategic BCM options and balances the cost of each option against the perceived savings.

	Crisis
	A critical event, which, if not handled in an appropriate manner, may dramatically impact an organization’s profitability, reputation, or ability to operate. Or, an occurrence and/or perception that threatens the operations, staff, shareholder value, stakeholders, brand, reputation, trust and/or strategic/business goals of an organization.

	Crisis Management
	The overall coordination of an organization’s response to a crisis, in an effective, timely manner, with the goal of avoiding or minimizing damage to the organization’s profitability, reputation, and ability to operate.

	Crisis Management Team
	A team consisting of key executives, key role players (i.e., media representative, legal counsel, facilities manager, disaster recovery coordinator, etc.), and the appropriate business owners of critical functions who are responsible for recovery operations during a crisis.

	Critical Business Functions
	The critical operational and/or business support functions that could not be interrupted or unavailable for more than a mandated or predetermined timeframe without significantly jeopardizing the organization. An example of a business function is a logical grouping of processes/activities that produce a product and/or service such as Accounting, Staffing, Customer Service, etc.

	Critical Data Point
	The point in time to which data must be restored in order to achieve recovery objectives.

	Critical Infrastructure
	Physical assets whose incapacity or destruction would have a debilitating impact on the economic or physical security of an organization, community, nation, etc

	Critical Service
	A service without which a building would be “disabled”. Often applied to the utilities (water, gas, electric, etc.) it may also include standby power systems, environmental control systems or communication networks

	Damage Assessment
	The process of assessing damage to computer hardware, vital records, office facilities, etc. and determining what can be salvaged or restored and what must be replaced following a disaster.

	Data Backup Strategies
	Data backup strategies will determine the technologies, media and offsite storage of the backups necessary to meet an organization’s data recovery and restoration objectives.

	Data Backups
	The copying of production files to media that can be stored both on and/or offsite and can be used to restore corrupted or lost data or to recover entire systems and databases in the event of a disaster.

	Data Center Recovery
	The component of Disaster Recovery which deals with the restoration of data center services and computer processing capabilities at an alternate location and the migration back to the production site.

	Data Mirroring
	A process whereby critical data is replicated to another device.

	Data Protection
	Process of ensuring confidentiality, integrity and availability of data

	Data Recovery
	The restoration of computer files from backup media to restore programs and production data to the state that existed at the time of the last safe backup.

	Database Replication
	The partial or full duplication of data from a source database to one or more destination databases.

	Declaration
	A formal announcement by pre-authorized personnel that a disaster or severe outage is predicted or has occurred and that triggers pre-arranged mitigating actions (e.g., a move to an alternate site.)

	Declaration Fee
	A fee charged by a Commercial Hot Site Vendor for a customer invoked disaster declaration

	Denial of Access
	The inability of an organization to access and/or occupy its normal working environment.

	Dependency
	The reliance or interaction of one activity or process upon another.

	Desk Check
	One method of validating a specific component of a plan. Typically, the owner of the component reviews it for accuracy and completeness and signs off.

	Desktop Exercise
	See: Table Top Exercise.

	Disaster
	A sudden, unplanned catastrophic event causing unacceptable damage or loss. 1) An event that compromises an organization’s ability to provide critical functions, processes, or services for some unacceptable period of time 2) An event where an organization’s management invokes their recovery plans.

	Disaster Recovery
	The technical aspect of business continuity.  The collection of resources and activities to re-establish information technology services (including components such as infrastructure, telecommunications, systems, applications and data) at an alternate site following a disruption of IT services.  Disaster recovery includes subsequent resumption and restoration of those operations at a more permanent site.

	Disaster Recovery Plan
	The management approved document that defines the resources, actions, tasks and data required to manage the technology recovery effort. Usually refers to the technology recovery effort. This is a component of the Business Continuity Management Program.

	Disaster Recovery Planning
	The technical component of business continuity planning

	DRI International
	DRI International is a non profit organization that offers premier educational and certification programs globally, for those practitioners within the Continuity Management field.

	Drop Ship
	A strategy for a) Delivering equipment, supplies, and materials at the time of a business continuity event or exercise. b) Providing replacement hardware within a specified time period via prearranged contractual arrangements with an equipment supplier at the time of a business continuity event.

	Electronic Vaulting
	Electronic transmission of data to a server or storage facility.

	Emergency
	An unexpected or impending situation that may cause injury, loss of life, destruction of property, or cause the interference, loss, or disruption of an organization’s normal business operations to such an extent that it poses a threat.

	Emergency Control Center (ECC)
	The Command Centre used by the Crisis Management Team during the first phase of an event. An organization should have both primary and secondary locations for an ECC in case one of them becomes unavailable/inaccessible. It may also serve as a reporting point for deliveries, services, press and all external contacts.

	Emergency Coordinator
	The person designated to plan, exercise, and implement the activities of sheltering in place or the evacuation of occupants of a site with the first responders and emergency services agencies.

	Emergency Operations Center (EOC)
	The physical and/or virtual location from which strategic decisions are made and all activities of an event/incident/crisis are directed, coordinated and monitored.Note:  EOC is different from Command Center (see Command Center definition).

	Emergency Preparedness
	The capability that enables an organization or community to respond to an emergency in a coordinated, timely, and effective manner to prevent the loss of life and minimize injury and property damage.

	Emergency Procedures
	A documented list of activities to commence immediately to prevent the loss of life and minimize injury and property damage.

	Emergency Response
	The immediate reaction and response to an emergency situation commonly focusing on ensuring life safety and reducing the severity of the incident.

	Emergency Response Plan
	A documented plan usually addressing the immediate reaction and response to an emergency situation

	Emergency Response Procedures
	The initial response to any event and is focused upon protecting human life and the organization’s assets.

	Emergency Response Team (ERT)
	Qualified and authorized personnel who have been trained to provide immediate assistance.

	Enterprise Wide Planning
	The overarching master plan covering all aspects of business continuity within the entire organization.

	Escalation
	The process by which event related information is communicated upwards through an organization’s established Chain of Command.

	Evacuation
	The movement of employees, visitors and contractors from a site and/or building to a safe place (assembly area) in a controlled and monitored manner at time of an event.

	Event
	Any occurrence that may lead to a business continuity incident.

	Executive / Management Succession Plan
	A predetermined plan for ensuring the continuity of authority, decision-making, and communication in the event that key members of executive management unexpectedly become incapacitated.

	Exercise
	A people focused activity designed to execute business continuity plans and evaluate the individual and/or organization performance against approved standards or objectives. Exercises can be announced or unannounced, and are performed for the purpose of training and conditioning team members, and validating the business continuity plan. Exercise results identify plan gaps and limitations and are used to improve and revise the Business Continuity Plans. Types of exercises include: Table Top Exercise, Simulation Exercise, Operational Exercise, Mock Disaster, Desktop Exercise, Full Rehearsal.

	Exercise Auditor
	An appointed role that is assigned to assess whether the exercise aims / objectives are being met and to measure whether activities are occurring at the right time and involve the correct people to facilitate their achievement. The exercise auditor is not responsible for the mechanics of the exercise. This independent role is crucial in the subsequent debriefing.

	Exercise Controller
	See Exercise Owner

	Exercise Coordinator
	They are responsible for the mechanics of running the exercise. The Coordinator must lead the exercise and keep it focused within the predefined scope and objectives of the exercise as well as on the disaster scenario. The Coordinator must be objective and not influence the outcome. They perform the coordination to make sure appropriate exercise participants have been identified and that exercise scripts have been prepared before, utilized during, and updated after the exercise.

	Exercise Observer
	An exercise observer has no active role within the exercise but is present for awareness and training purposes. An exercise observer might make recommendations for procedural improvements.

	Exercise Owner
	An appointed role that has total management oversight and control of the exercise and has the authority to alter the exercise plan. This includes early termination of the exercise for reasons of safety or the aims / objectives of the exercise cannot be met due to an unforeseen or other internal or external influence.

	Exercise Plan
	A plan designed to periodically evaluate tasks, teams, and procedures that are documented in business continuity plans to ensure the plan’s viability. This can include all or part of the BC plan, but should include mission critical components.

	Exercise Script
	A set of detailed instructions identifying information necessary to implement a predefined business continuity event scenario for evaluation purposes.

	Exposure
	The potential susceptibility to loss; the vulnerability to a particular risk.

	Extra Expense
	The extra cost necessary to implement a recovery strategy and/or mitigate a loss. An example is the cost to transfer inventory to an alternate location to protect it from further damage, cost of reconfiguring lines, overtime costs, etc. Typically reviewed during BIA and is a consideration during insurance evaluation.

	FBCI
	Fellow Business Continuity Insitute. A professional certification granted by the Business Continuity Institute for senior business continuity practitioners with at least five years full-time experience and who demonstrate a thorough knowledge of all BCI Certification Standards.

	Floor Warden
	Person responsible for ensuring that all employees, visitors and contractors evacuate a floor within a specific site.

	Full Rehearsal
	An exercise that simulates a Business Continuity event where the organization or some of its component parts are suspended until the exercise is completed.

	Gap Analysis
	A detailed examination to identify risks associated with the differences between Business/Operations requirements and the current available recovery capabilities.

	Hardening
	The process of making something more secure, resistant to attack, or less vulnerable.

	Health and Safety
	The process by which the well being of all employees, contractors, visitors and the public is safeguarded. All business continuity plans and planning must be cognizant of H&S statutory and regulatory requirements and legislation. Health and Safety considerations should be reviewed during the Risk assessment.

	High-Availability
	Systems or applications requiring a very high level of reliability and availability. High availability systems typically operate 24×7 and usually require built-in redundancy to minimize the risk of downtime due to hardware and/or telecommunication failures.

	High-Risk Areas
	Areas identified during the risk assessment that are highly susceptible to a disaster situation or might be the cause of a significant disaster.

	Hot site
	An alternate facility that already has in place the computer, telecommunications, and environmental infrastructure required to recover critical business functions or information systems.

	Human Continuity
	The ability of an organization to provide support for its associates and their families before, during, and after a business continuity event to ensure a viable workforce. This involves pre planning for potential psychological responses, occupational health and employee assistance programs, and employee communications.

	Human Threats
	Possible disruptions in operations resulting from human actions as identified during the risk assessment. (i.e., disgruntled employee, terrorism, blackmail, job actions, riots, etc.)

	Impact
	The effect, acceptable or unacceptable, of an event on an organization. The types of business impact are usually described as financial and non-financial and are further divided into specific types of impact.

	Incident
	An event which is not part of a standard operating business which may impact or interrupt services and, in some cases, may lead to disaster.

	Incident Command System (ICS)
	Combination of facilities, equipment, personnel, procedures, and communications operating within a common organizational structure with responsibility for the command, control, and coordination of assigned resources to effectively direct and control the response and recovery to an incident. The flexible design of the ICS allows its span of control to expand or contract as the scope of the situation changes

	Incident Management
	The process by which an organization responds to and controls an incident using emergency response procedures or plans.

	Incident Manager
	Commands the local emergency operations center (EOC) reporting up to senior management on the recovery progress. Has the authority to invoke the recovery plan

	Incident Response
	The response of an organization to a disaster or other significant event that may significantly impact the organization, its people, or its ability to function productively. An incident response may include evacuation of a facility, initiating a disaster recovery plan, performing damage assessment, and any other measures necessary to bring an organization to a more stable status.

	Information Security
	The securing or safeguarding of all sensitive information, electronic or otherwise, which is owned by an organization.

	Infrastructure
	The underlying foundation, basic framework, or interconnecting structural elements that support an organization.

	Integrated Exercise
	An exercise conducted on multiple interrelated components of a Business Continuity Plan, typically under simulated operating conditions. Examples of interrelated components may include interdependent departments or interfaced systems.

	Integrated Test
	See integrated exercise

	Interim Site
	A temporary location used to continue performing business functions after vacating a recovery site and before the original or new home site can be occupied. Move to an interim site may be necessary if ongoing stay at the recovery site is not feasible for the period of time needed or if the recovery site is located far from the normal business site that was impacted by the disaster. An interim site move is planned and scheduled in advance to minimize disruption of business processes; equal care must be given to transferring critical functions from the interim site back to the normal business site.

	Internal Hot site
	A fully equipped alternate processing site owned and operated by the organization.

	Journaling
	The process of logging changes or updates to a database since the last full backup. Journals can be used to recover previous versions of a file before updates were made, or to facilitate disaster recovery, if performed remotely, by applying changes to the last safe backup.

	Key Tasks
	Priority procedures and actions in a Business Continuity Plan that must be executed within the first few minutes/hours of the plan invocation.

	Lead Time
	The time it takes for a supplier to make equipment, services, or supplies available after receiving an order. Business continuity plans should try to minimize lead time by creating service level agreements (SLA) with suppliers or alternate suppliers in advance of a Business Continuity event rather than relying on the suppliers’ best efforts.

	Logistics / Transportation Team
	A team comprised of various members representing departments associated with supply acquisition and material transportation, responsible for ensuring the most effective acquisition and mobilization of hardware, supplies, and support materials. This team is also responsible for transporting and supporting staff.

	Loss
	Unrecoverable resources that are redirected or removed as a result of a Business Continuity event. Such losses may be loss of life, revenue, market share, competitive stature, public image, facilities, or operational capability.

	Loss Adjuster
	Designated position activated at the time of a Business Continuity event to assist in managing the financial implications of the event and should be involved as part of the management team where possible

	Loss Reduction
	The technique of instituting mechanisms to lessen the exposure to a particular risk. Loss reduction involves planning for, and reacting to, an event to limit its impact. Examples of loss reduction include sprinkler systems, insurance policies, and evacuation procedures.

	Loss Transaction Recovery
	Recovery of data (paper within the work area and/or system entries) destroyed or lost at the time of the disaster or interruption. Paper documents may need to be requested or re-acquired from original sources. Data for system entries may need to be recreated or reentered

	Manual Procedures
	An alternative method of working following a loss of IT systems. As working practices rely more and more on computerized activities, the ability of an organization to fallback to manual alternatives lessens. However, temporary measures and methods of working can help mitigate the impact of a business continuity event and give staff a feeling of doing something.

	MBCI
	Member of the Business Continuity Institute. A professional certification granted by the Business Continuity Institute for business continuity practitioners who understand all of the BCI Certification Standards and who have at least two years experience across the majority of the ten standards.

	MBCP
	Master Business Continuity Professional. The Master level certification is for individuals with a minimum of five years of Enterprise Continuity Mgmt experience in 7 of the 10 Professional Practices, have passed both the qualifying exam and the Masters case study, and have had their DRII Certification Application approved.

	Mission-Critical Activities
	The critical operational and/or business support activities (either provided internally or outsourced) required by the organization to achieve its objective(s) i.e. services and/or products.

	Mission-Critical Application
	Applications that support business activities or processes that could not be interrupted or unavailable for 24 hours or less without significantly jeopardizing the organization.

	Mobile Recovery
	A mobilized resource purchased or contracted for the purpose of business recovery. The mobile recovery center might include: computers, workstations, telephone, electrical power, etc.

	Mobile Standby Trailer
	A transportable operating environment, often a large trailer, that can be configured to specific recovery needs such as office facilities, call centers, data centers, etc. This can be contracted to be delivered and set up at a suitable site at short notice.

	Mobilization
	The activation of the recovery organization in response to a disaster declaration.

	Mock Disaster
	One method of exercising teams in which participants are challenged to determine the actions they would take in the event of a specific disaster scenario. Mock disasters usually involve all, or most, of the applicable teams. Under the guidance of exercise coordinators, the teams walk through the actions they would take per their plans, or simulate performance of these actions. Teams may be at a single exercise location, or at multiple locations, with communication between teams simulating actual ‘disaster mode’ communications. A mock disaster will typically operate on a compressed timeframe representing many hours, or even days.

	N + 1
	A fault tolerant strategy that includes multiple systems or components protected by one backup system or component. (Many-to-one relationship)

	Network Outage
	An interruption of voice, data, or IP network communications.

	Off-Site Storage
	Any place physically located a significant distance away from the primary site, where duplicated and vital records (hard copy or electronic and/or equipment) may be stored for use during recovery.

	Operational Exercise
	See: Exercise

	Operational Risk
	The risk of loss resulting from inadequate or failed procedures and controls. This includes loss from events related to technology and infrastructure, failure, business interruptions, staff related problems, and from external events such as regulatory changes

	Orderly Shutdown
	The actions required to rapidly and gracefully suspend a business function and/or system during a disruption.

	Outage
	The interruption of automated processing systems, infrastructure, support services, or essential business operations, which may result, in the organizations inability to provide services for some period of time.

	Peer Review
	A review of a specific component of a plan by personnel (other than the owner or author) with appropriate technical or business knowledge for accuracy and completeness.

	Plan Maintenance
	The management process of keeping an organization’s Business continuity management plans up to date and effective. Maintenance procedures are a part of this process for the review and update of the BC plans on a defined schedule. Maintenance procedures are a part of this process.

	Preventative Measures
	Controls aimed at deterring or mitigating undesirable events from taking place.

	Prioritization
	The ordering of critical activities and their dependencies are established during the BIA and Strategic-planning phase. The business continuity plans will be implemented in the order necessary at the time of the event.

	Qualitative Assessment
	The process for evaluating a business function based on observations and does not involve measures or numbers. Instead, it uses descriptive categories such as customer service, regulatory requirements, etc to allow for refinement of the quantitative assessment. This is normally done during the BIA phase of planning.

	Quantitative Assessment
	The process for placing value on a business function for risk purposes. It is a systematic method that evaluates possible financial impact for losing the ability to perform a business function. It uses numeric values to allow for prioritizations. This is normally done during the BIA phase of planning.

	Quick Ship
	See Drop Ship.

	Reciprocal Agreement
	Agreement between two organizations (or two internal business groups) with similar equipment/environment that allows each one to recover at the other’s location.

	Recoverable Loss
	Financial losses due to an event that may be reclaimed in the future, e.g. through insurance or litigation. This is normally identified in the Risk Assessment or BIA.

	Recovery
	Implementing the prioritized actions required to return the processes and support functions to operational stability following an interruption or disaster.

	Recovery Management Team
	See: Business Continuity Management (BCM) Team.

	Recovery Period
	The time period between a disaster and a return to normal functions, during which the disaster recovery plan is employed.

	Recovery Point Objective (RPO)
	The point in time to which data is restored and/or systems are recovered after an outage.Note:  RPO is often used as the basis for developing backup strategies and determining the amount of data that may require recreation after systems have been recovered.  RPO for applications can be enumerated in business time (i.e., “8 business hours” after a Sunday disaster restores to close of business Thursday) or elapsed time, but is always measured in terms of time before a disaster.  RPO for systems typically must be established at time of disaster as a specific point in time (e.g., end of previous day’s processing) or software version/release.

	Recovery Services Agreement / Contract
	A contract with an external organization guaranteeing the provision of specified equipment, facilities, or services, usually within a specified time period, in the event of a business interruption. A typical contract will specify a monthly subscription fee, a declaration fee, usage costs, method of performance, amount of test time, termination options, penalties and liabilities, etc.

	Recovery Site
	A designated site for the recovery of business unit, technology, or other operations, which are critical to the enterprise.

	Recovery Strategy
	See business continuity strategy

	Recovery Teams
	A structured group of teams ready to take control of the recovery operations if a disaster should occur.

	Recovery Time Capability (RTC)     
	The demonstrated amount of time in which systems, applications and/or functions have been recovered, during an exercise or actual event, at the designated recovery/alternate location (physical or virtual).  As with RTO, RTC includes assessment, execution and verification activities.  RTC and RTO are compared during gap analysis.The period of time within which systems, applications, or functions must be recovered after an outage.  RTO includes the  time required for:  assessment, execution and verification.  RTO may be enumerated in business time (e.g. one business day) or elapsed time (e.g. 24 elapsed hours).

Notes:  Assessment includes the activities which occur before or after an initiating event, and lead to confirmation of the execution priorities, time line and responsibilities, and a decision regarding when to execute.

Execution includes the activities related to accomplishing the pre-planned steps required within the phase to deliver a function, system or application in a new location to its owner.


Verification includes steps taken by a function, system or application owner to ensure everything is in readiness to proceed to live operations.

	Recovery Time Objective (RTO)
	The targeted duration of time and a service level within which a business process must be restored after a disaster (or disruption) in order to avoid unacceptable consequences associated with a break in business continuity.

	Recovery Timeline
	The sequence of recovery activities, or critical path, which must be followed to resume an acceptable level of operation following a business interruption. The timeline may range from minutes to weeks, depending upon the recovery requirements and methodology.

	Resilience
	The ability of an organization to absorb the impact of a business interruption, and continue to provide a minimum acceptable level of service.

	Resilient
	The process and procedures required to maintain or recover critical services such as “remote access” or “end-user support” during a business interruption.

	Response
	The reaction to an incident or emergency to assess the damage or impact and to ascertain the level of containment and control activity required. In addition to addressing matters of life safety and evacuation, Response also addresses the policies, procedures and actions to be followed in the event of an emergency.

	Restoration
	Process of planning for and/or implementing procedures for the repair of hardware, relocation of the primary site and its contents, and returning to normal operations at the permanent operational location.

	Resumption
	The process of planning for and/or implementing the restarting of defined business processes and operations following a disaster. This process commonly addresses the most critical business functions within BIA specified timeframes.

	Risk
	Potential for exposure to loss which can be determined by using either qualitative or quantitative measures.

	Risk Assessment / Analysis
	Process of identifying the risks to an organization, assessing the critical functions necessary for an organization to continue business operations, defining the controls in place to reduce organization exposure and evaluating the cost for such controls. Risk analysis often involves an evaluation of the probabilities of a particular event.

	Risk Categories
	Risks of similar types are grouped together under key headings, otherwise known as ‘risk categories’. These categories include reputation, strategy, financial, investments, operational infrastructure, business, regulatory compliance, Outsourcing, people, technology and knowledge.

	Risk Controls
	All methods of reducing the frequency and/or severity of losses including exposure avoidance, loss prevention, loss reduction, segregation of exposure units and non-insurance transfer of risk

	Risk Management
	The culture, processes and structures that are put in place to effectively manage potential negative events. As it is not possible or desirable to eliminate all risk, the objective is to reduce risks to an acceptable level

	Risk Transfer
	A common technique used by Risk Managers to address or mitigate potential exposures of the organization. A series of techniques describing the various means of addressing risk through insurance and similar products.

	Roll Call
	The process of identifying that all employees, visitors and contractors have been safely evacuated and accounted for following an evacuation of a building or site.

	Salvage & Restoration
	The act of conducting a coordinated assessment to determine the appropriate actions to be performed on impacted assets. The assessment can be coordinated with Insurance adjusters, facilities personnel, or other involved parties. Appropriate actions may include: disposal, replacement, reclamation, refurbishment, recovery or receiving compensation for unrecoverable organizational assets.

	SBCI
	Specialist of Business Continuity Institute. A professional certification granted by the Business Continuity Institute for specialist practitioners with at least two years of full time experience in a business continuity management related profession and who have good general knowledge of some of the BCI Certification Standards.

	Scenario
	A pre-defined set of Business Continuity events and conditions that describe, for planning purposes, an interruption, disruption, or loss related to some aspect(s) of an organization’s business operations to support conducting a BIA, developing a continuity strategy, and developing continuity and exercise plans. Note: Scenarios are neither predictions nor forecasts.

	Security Review
	A periodic review of policies, procedures, and operational practices maintained by an organization to ensure that they are followed and effective.

	Self Insurance
	The pre-planned assumption of risk in which a decision is made to bear loses that could result from a Business Continuity event rather than purchasing insurance to cover those potential losses.

	Service Continuity
	The process and procedures required to maintain or recover critical services such as “remote access” or “end-user support” during a business interruption.

	Service Continuity Planning
	A process used to mitigate, develop, and document procedures that enable an organization to recover critical services after a business interruption.

	Service Level Agreement (SLA)
	A formal agreement between a service provider (whether internal or external) and their client (whether internal or external), which covers the nature, quality, availability, scope and response of the service provider. The SLA should cover day-to-day situations and disaster situations, as the need for the service may vary in a disaster.

	Service Level Management (SLM)
	The process of defining, agreeing, documenting and managing the levels of any type of services provided by service providers whether internal or external that are required and cost justified.

	Simulation Exercise
	One method of exercising teams in which participants perform some or all of the actions they would take in the event of plan activation. Simulation exercises, which may involve one or more teams, are performed under conditions that at least partially simulate ‘disaster mode’. They may or may not be performed at the designated alternate location, and typically use only a partial recovery configuration.

	Single Point of Failure (SPOF)
	A unique pathway or source of a service, activity, and/or process. Typically, there is no alternative and a loss of that element could lead to a failure of a critical function.

	Stand Down
	Formal notification that the response to a Business Continuity event is no longer required or has been concluded.

	Standalone Test
	A test conducted on a specific component of a plan in isolation from other components to validate component functionality, typically under simulated operating conditions.

	Structured Walkthrough
	Types of exercise in which team members physically implement the business continuity plans and verbally review each step to assess its effectiveness, identify enhancements, constraints and deficiencies.

	Subscription
	See: Recovery Services Agreement / Contract

	Supply Chain
	All suppliers, manufacturing facilities, distribution centers, warehouses, customers, raw materials, work-in-process inventory, finished goods, and all related information and resources involved in meeting customer and organizational requirements.

	System
	Set of related technology components that work together to support a business process or provide a service.

	System Recovery
	The procedures for rebuilding a computer system and network to the condition where it is ready to accept data and applications, and facilitate network communications.

	System Restore
	The procedures necessary to return a system to an operable state using all available data including data captured by alternate means during the outage. System restore depends upon having a live, recovered system available.

	Table Top Exercise
	One method of exercising plans in which participants review and discuss the actions they would take without actually performing the actions. Representatives of a single team, or multiple teams, may participate in the exercise typically under the guidance of exercise facilitators.

	Task List 
	Defined mandatory and discretionary tasks allocated to teams and/or individual roles within a Business Continuity Plan

	Technical Recovery Team   Test
	A group responsible for:  relocation and recovery of technology systems, data, applications and/or supporting infrastructure components at an alternate site following a technology disruption; and subsequent resumption and restoration of those operations at an appropriate site.A pass/fail evaluation of infrastructure (example-computers, cabling, devices, hardware) and\or physical plant infrastructure (example-building systems, generators, utilities) to demonstrate the anticipated operation of the components and system. Tests are often performed as part of normal operations and maintenance. Tests are often included within exercises. (See Exercise).

	Test Plan
	See Exercise Plan

	Threat
	A combination of the risk, the consequence of that risk, and the likelihood that the negative event will take place.

	Trauma Counseling
	The provisioning of counseling assistance by trained individuals to employees, customers and others who have suffered mental or physical injury as the result of an event.

	Trauma Management
	The process of helping employees deal with trauma in a systematic way following an event by proving trained counselors, support systems, and coping strategies with the objective of restoring employees psychological wellbeing.

	Unexpected Loss
	The worst-case financial loss or impact that a business could incur due to a particular loss event or risk. The unexpected loss is calculated as the expected loss plus the potential adverse volatility in this value. It can be thought of as the worst financial loss that could occur in a year over the next 20 years.

	Uninterruptible Power Supply (UPS)
	A backup electrical power supply that provides continuous power to critical equipment in the event that commercial power is lost. The UPS (usually a bank of batteries) offers short-term protection against power surges and outages. The UPS usually only allows enough time for vital systems to be correctly powered down.

	Validation Script
	A set of procedures within the Business Continuity Plan to validate the proper function of a system or process before returning it to production operation.

	Vital Records
	Records essential to the continued functioning or reconstitution of an organization during and after an emergency and also those records essential to protecting the legal and financial rights of that organization and of the individuals directly affected by its activities.

	Warm Site
	An alternate processing site which is equipped with some hardware, and communications interfaces, electrical and environmental conditioning which is only capable of providing backup after additional provisioning, software or customization is performed.

	Work Area Facility
	A pre-designated space provided with desks, telephones, PCs, etc. ready for occupation by business recovery teams at short notice. May be internally or externally provided.

	Work Area Recovery
	The component of recovery and continuity that deals specifically with the relocation of a key function or department in the event of a disaster, including personnel, essential records, equipment supplies, work space, communication facilities, work station computer processing capability, fax, copy machines, mail services, etc. Office recovery environment complete with necessary office infrastructure (desk, telephone, workstation, hardware, communications).

	Work Area Recovery Planning
	The business continuity planning process of identifying the needs and preparing procedures and personnel for use at the work area facility.

	Workaround Procedures
	Alternative procedures that may be used by a functional unit(s) to enable it to continue to perform its critical functions during temporary unavailability of specific application systems, electronic or hard copy data, voice or data communication systems, specialized equipment, office facilities, personnel, or external services.
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